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Smart Contract

1  contract Netkoin {
2    mapping (address => uint) public balance;
3    uint public totalSupply;
4
5    constructor (uint initialSupply) {
6      totalSupply = initialSupply;
7      balance[msg.sender] = totalSupply;
8    }
9
10   function transfer (address to, uint value) public
11   returns (bool) {
12     require (balance[msg.sender] >= value);
13     balance[msg.sender] -= value;
14     balance[to] += value;
15     return true;
16   }
17
18   function burn(uint value) public returns (bool) {
19     require (balance[msg.sender] >= value);
20     balance[msg.sender] -= value;
21     totalSupply -= value;
22     return true;
23   }
24 }

• Digital contract written in programming languages.

Solidity Contract
/522



Smart Contract
• Digital contract written in programming languages.

Solidity Contract
/523

Global state variables
1  contract Netkoin {
2    mapping (address => uint) public balance;
3    uint public totalSupply;
4
5    constructor (uint initialSupply) {
6      totalSupply = initialSupply;
7      balance[msg.sender] = totalSupply;
8    }
9
10   function transfer (address to, uint value) public
11   returns (bool) {
12     require (balance[msg.sender] >= value);
13     balance[msg.sender] -= value;
14     balance[to] += value;
15     return true;
16   }
17
18   function burn(uint value) public returns (bool) {
19     require (balance[msg.sender] >= value);
20     balance[msg.sender] -= value;
21     totalSupply -= value;
22     return true;
23   }
24 }



Smart Contract
• Digital contract written in programming languages.

Solidity Contract

Global state variables

Constructor
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1  contract Netkoin {
2    mapping (address => uint) public balance;
3    uint public totalSupply;
4
5    constructor (uint initialSupply) {
6      totalSupply = initialSupply;
7      balance[msg.sender] = totalSupply;
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9
10   function transfer (address to, uint value) public
11   returns (bool) {
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Smart Contract
• Digital contract written in programming languages.

Global state variables

Constructor

Function

Function

Solidity Contract
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1  contract Netkoin {
2    mapping (address => uint) public balance;
3    uint public totalSupply;
4
5    constructor (uint initialSupply) {
6      totalSupply = initialSupply;
7      balance[msg.sender] = totalSupply;
8    }
9
10   function transfer (address to, uint value) public
11   returns (bool) {
12     require (balance[msg.sender] >= value);
13     balance[msg.sender] -= value;
14     balance[to] += value;
15     return true;
16   }
17
18   function burn(uint value) public returns (bool) {
19     require (balance[msg.sender] >= value);
20     balance[msg.sender] -= value;
21     totalSupply -= value;
22     return true;
23   }
24 }



1  contract Netkoin {
2    mapping (address => uint) public balance;
3    uint public totalSupply;
4
5    constructor (uint initialSupply) {
6      totalSupply = initialSupply;
7      balance[msg.sender] = totalSupply;
8    }
9
10   function transfer (address to, uint value) public
11   returns (bool) {
12     require (balance[msg.sender] >= value);
13     balance[msg.sender] -= value;
14     balance[to] += value;
15     return true;
16   }
17
18   function burn(uint value) public returns (bool) {
19     require (balance[msg.sender] >= value);
20     balance[msg.sender] -= value;
21     totalSupply -= value;
22     return true;
23   }
24 }

Smart Contract

balance[X] = 15, 
balance[Y] = 0

transfer(Y, 5)
where X=msg.sender

balance[X] = 10,
balance[Y] = 5

Solidity Contract

Send transactions by
invoking functions

10   function transfer (address to, uint value) public
11   returns (bool) {
12     require (balance[msg.sender] >= value);
13     balance[msg.sender] -= value;
14     balance[to] += value;
15     return true;
16   }

• Digital contract written in programming languages.
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Pressing Issue:
Ensuring Safety of Smart Contracts

https://cointelegraph.com/news/accidentally-killed-it-parity-grapples-with-280-mln-locked-eth
https://cryptoslate.com/batchoverflow-exploit-creates-trillions-of-ethereum-tokens

The images were captured from:
https://www.wired.com/2016/06/50-million-hack-just-showed-dao-human/

• Bugs cannot be fixed after deployed.

• Huge financial damage once exploited.
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Goal: Automatic Safety Verification of
Smart Contracts

• Focus: verifying safety of arithmetic operations.

- Smart contracts involve lots of arithmetic operations.

- Major sources of security vulnerabilities.

Statistics on CVE-reported vulnerabilities of
Ethereum smart contracts (as of May. 31, 2019)
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SmartMesh (CVE-2018-10376)

https://etherscan.io/tx/0x1abab4c8db9a30e703114528e31dee129a3a758f7f8abc3b6494aad3d304e43f
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SmartMesh (CVE-2018-10376)

1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||

7         balance[msg.sender] + fee < balance[msg.sender])

8       revert ();

9

10    balance[to] += value;

11    balance[msg.sender] += fee;

12    balance[from] -= value + fee;

13    return true;

14  }
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SmartMesh (CVE-2018-10376)

1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {
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4       revert ();
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SmartMesh (CVE-2018-10376)

1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||

7         balance[msg.sender] + fee < balance[msg.sender])

8       revert ();

9

10    balance[to] += value;

11    balance[msg.sender] += fee;

12    balance[from] -= value + fee;

13    return true;

14  }

Send money to a receiver
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SmartMesh (CVE-2018-10376)

1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||

7         balance[msg.sender] + fee < balance[msg.sender])

8       revert ();

9

10    balance[to] += value;

11    balance[msg.sender] += fee;

12    balance[from] -= value + fee;

13    return true;

14  }

Pay fee to the proxy (msg.sender)

Send money to a receiver
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SmartMesh (CVE-2018-10376)

1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||
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8       revert ();

9
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14  }

Deduct money from the sender

Pay fee to the proxy (msg.sender)

Send money to a receiver
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SmartMesh (CVE-2018-10376)

1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||

7         balance[msg.sender] + fee < balance[msg.sender])

8       revert ();

9

10    balance[to] += value;
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14  }

Deduct money from the sender

Pay fee to the proxy (msg.sender)

Send money to a receiver
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To prevent underflows in
token sender’s balance



SmartMesh (CVE-2018-10376)

1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||

7         balance[msg.sender] + fee < balance[msg.sender])

8       revert ();

9

10    balance[to] += value;

11    balance[msg.sender] += fee;

12    balance[from] -= value + fee;

13    return true;

14  }

To prevent underflows in
token sender’s balance

To prevent overflows in
token recipients’ balances

Deduct money from the sender

Pay fee to the proxy (msg.sender)

Send money to a receiver
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1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||

7         balance[msg.sender] + fee < balance[msg.sender])

8       revert ();

9

10    balance[to] += value;

11    balance[msg.sender] += fee;

12    balance[from] -= value + fee;

13    return true;

14  }

SmartMesh (CVE-2018-10376)

fee+value may overflow to 0!

Deduct money from the sender

Pay fee to the proxy (msg.sender)

Send money to a receiver
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To prevent overflows in
token recipients’ balances

To prevent underflows in
token sender’s balance



SmartMesh (CVE-2018-10376)
balance[from] = balance [to] = balance[msg.sender] = 0

value  = 0x8fff…fff
fee    = 0x7000…001

256-bit unsigned integers in
hexadecimal numbers (64 digits)

1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||

7         balance[msg.sender] + fee < balance[msg.sender])

8       revert ();

9

10    balance[to] += value;

11    balance[msg.sender] += fee;

12    balance[from] -= value + fee;

13    return true;

14  }
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SmartMesh (CVE-2018-10376)
balance[from] = balance [to] = balance[msg.sender] = 0

value  = 0x8fff…fff
fee    = 0x7000…001

256-bit unsigned integers in
hexadecimal numbers (64 digits)

1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||

7         balance[msg.sender] + fee < balance[msg.sender])

8       revert ();

9

10    balance[to] += value;

11    balance[msg.sender] += fee;

12    balance[from] -= value + fee;

13    return true;

14  }

False

False
False
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0!

0!

0!



1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||

7         balance[msg.sender] + fee < balance[msg.sender])

8       revert ();

9

10    balance[to] += value;

11    balance[msg.sender] += fee;

12    balance[from] -= value + fee;

13    return true;

14  }

SmartMesh (CVE-2018-10376)
balance[from] = balance [to] = balance[msg.sender] = 0

value  = 0x8fff…fff
fee    = 0x7000…001

256-bit unsigned integers in
hexadecimal numbers (64 digits)

False

False
False

0x8fff…fff

0x7000…001

0
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0!

0!
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1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||

7         balance[msg.sender] + fee < balance[msg.sender])

8       revert ();

9

10    balance[to] += value;

11    balance[msg.sender] += fee;

12    balance[from] -= value + fee;

13    return true;

14  }

Shortcomings of Existing Approaches
• Bug-finders may miss critical bugs.

- E.g., Osiris [ACSAC ’18], Oyente [CCS ’16], Mythril, Manticore

Only Osiris detects
this vulnerability

/5221



1  function multipleTransfer (address [] to, uint value) {

2    require (value * to.length > 0);

3    require (balances[msg.sender] >= value * to.length);

4    balances[msg.sender] -= value * to.length;

5

6    for (uint i = 0; i < to.length; ++i) {

7      balances[to[i]] += value;

8    }

9  }

Shortcomings of Existing Approaches

To prevent underflows in
token sender’s balance

Deduct money from the sender

/5222

CVE-2018-14006

• Bug-finders may miss critical bugs.

- E.g., Osiris [ACSAC ’18], Oyente [CCS ’16], Mythril, Manticore



Shortcomings of Existing Approaches

1  function multipleTransfer (address [] to, uint value) {

2    require (value * to.length > 0);

3    require (balances[msg.sender] >= value * to.length);

4    balances[msg.sender] -= value * to.length;

5

6    for (uint i = 0; i < to.length; ++i) {

7      balances[to[i]] += value;

8    }

9  }

To prevent underflows in
token sender’s balance

Deduct money from the sender

/5223

CVE-2018-14006

• Bug-finders may miss critical bugs.

- E.g., Osiris [ACSAC ’18], Oyente [CCS ’16], Mythril, ManticoreDespite the similarity,
Osiris (and Mythril) fails



1   contract Netkoin {
2     mapping (address => uint) public balance;
3     uint public totalSupply;
4
5     constructor (uint initialSupply) {
6       totalSupply = initialSupply;
7       balance[msg.sender] = totalSupply;
8     }
9
10    function transfer (address to, uint value) public
11    returns (bool) {
12      require (balance[msg.sender] >= value);
13      balance[msg.sender] -= value;
14      balance[to] += value;
15      return true;
16    }
17
18    function burn(uint value) public returns (bool) {
19      require (balance[msg.sender] >= value);
20      balance[msg.sender] -= value;
21      totalSupply -= value;
22      return true;
23    }
24  }

Shortcomings of Existing Approaches
• Existing verifiers are imprecise.

- E.g., Zeus [NDSS ’18], SMTChecker [ISoLA ’18]

/5224

Safe!

Safe!



1   contract Netkoin {
2     mapping (address => uint) public balance;
3     uint public totalSupply;
4
5     constructor (uint initialSupply) {
6       totalSupply = initialSupply;
7       balance[msg.sender] = totalSupply;
8     }
9
10    function transfer (address to, uint value) public
11    returns (bool) {
12      require (balance[msg.sender] >= value);
13      balance[msg.sender] -= value;
14      balance[to] += value;
15      return true;
16    }
17
18    function burn(uint value) public returns (bool) {
19      require (balance[msg.sender] >= value);
20      balance[msg.sender] -= value;
21      totalSupply -= value;
22      return true;
23    }
24  }

Shortcomings of Existing Approaches

False alarm by Zeus, SMTChecker 

False alarm by Zeus, SMTChecker 

• Existing verifiers are imprecise.

- E.g., Zeus [NDSS ’18], SMTChecker [ISoLA ’18]
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Shortcomings of Existing Approaches

• Bug-finders may miss critical vulnerabilities.

- Consider subset of behaviors.

- E.g., Osiris [ACSAC ’18], Oyente[CCS ’16], Mythril, Manticore

• Exiting verifiers are not precise.

- Compromise precision to detect all vulnerabilities.

- E.g., Zeus [NDSS’ 18], SMTChecker [ISoLA ’18]
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Shortcomings of Existing Approaches

False negatives

False positives

/5227

• Bug-finders may miss critical vulnerabilities.

- Consider subset of behaviors.

- E.g., Osiris [ACSAC ’18], Oyente[CCS ’16], Mythril, Manticore

• Exiting verifiers are not precise.

- Compromise precision to detect all vulnerabilities.

- E.g., Zeus [NDSS’ 18], SMTChecker [ISoLA ’18]



1   function transferProxy (address from, address to, uint value, uint fee)

2   public returns (bool) {

3     if (balance[from] < fee + value)

4       revert ();

5

6     if (balance[to] + value < balance[to] ||

7         balance[msg.sender] + fee < balance[msg.sender])

8       revert ();

9

10    balance[to] += value;

11    balance[msg.sender] += fee;

12    balance[from] -= value + fee;

13    return true;

14  }

1   contract Netkoin {
2     mapping (address => uint) public balance;
3     uint public totalSupply;
4
5     constructor (uint initialSupply) {
6       totalSupply = initialSupply;
7       balance[msg.sender] = totalSupply;
8     }
9
10    function transfer (address to, uint value) public
11    returns (bool) {
12      require (balance[msg.sender] >= value);
13      balance[msg.sender] -= value;
14      balance[to] += value;
15      return true;
16    }
17
18    function burn(uint value) public returns (bool) {
19      require (balance[msg.sender] >= value);
20      balance[msg.sender] -= value;
21      totalSupply -= value;
22      return true;
23    }
24  }

VeriSmart:
Exhaustive, Precise, Fully Automated

Smart Contract Safety Verifier

1   function multipleTransfer (address [] to, uint value) {

2     require (value * to.length > 0);

3     require (balances[msg.sender] >= value * to.length);

4     balances[msg.sender] -= value * to.length;

5

6     for (uint i = 0; i < to.length; ++i) {

7       balances[to[i]] += value;

8     }

9   }

Precise: very few false positives

CVE-2018-14006

CVE-2018-10376

Exhaustive: detect all vulnerabilities

/5228



Result Highlight:
vs. Bug-finders

• On 60 smart contracts with CVE vulnerabilities.

Recall (the higher, the better) 

FP Rate (the lower, the better)

VeriSmartOsirisManticore Mythril Oyente

100%70.7%60.3%19.0%3.4%

VeriSmartMythril Oyente Osiris

0.41%10.64% 8.19% 5.42%
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Result Highlight:
vs. Verifiers

• On 25 smart contracts where Zeus produced false positives.

- VeriSmart produced false positives on 1 contract.

- SMTChecker produced false positives on 12 contracts.
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Key Feature of VeriSmart:
Inference and Use of Transaction Invariant

Constructor

Transaction 1 Transaction 2
Transaction

Invariant

• Global invariant that holds under arbitrary interleaving of transactions.

- Valid at the end of the constructor.

- Validity preserved by executions of transactions.

• Precise verification with inferred invariants.
/5231



Transaction Invariant

Transaction Invariant:
totalSupply = balance[i]Σi

/5232

1   contract Netkoin {
2     mapping (address => uint) public balance;
3     uint public totalSupply;
4
5     constructor (uint initialSupply) {
6       totalSupply = initialSupply;
7       balance[msg.sender] = totalSupply;
8     }
9
10    function transfer (address to, uint value) public 
11    returns (bool) {
12      require (balance[msg.sender] >= value);
13      balance[msg.sender] -= value;
14      balance[to] += value;
15      return true;
16    }
17
18    function burn(uint value) public returns (bool) {
19      require (balance[msg.sender] >= value);
20      balance[msg.sender] -= value;
21      totalSupply -= value;
22      return true;
23    }
24  }



Transaction Invariant

Transaction Invariant:
totalSupply = balance[i]Σi

/5233

1   contract Netkoin {
2     mapping (address => uint) public balance;
3     uint public totalSupply;
4
5     constructor (uint initialSupply) {
6       totalSupply = initialSupply;
7       balance[msg.sender] = totalSupply;
8     }
9
10    function transfer (address to, uint value) public 
11    returns (bool) {
12      require (balance[msg.sender] >= value);
13      balance[msg.sender] -= value;
14      balance[to] += value;
15      return true;
16    }
17
18    function burn(uint value) public returns (bool) {
19      require (balance[msg.sender] >= value);
20      balance[msg.sender] -= value;
21      totalSupply -= value;
22      return true;
23    }
24  }

totalSupply = balance[i]Σi



Transaction Invariant

1   contract Netkoin {
2     mapping (address => uint) public balance;
3     uint public totalSupply;
4
5     constructor (uint initialSupply) {
6       totalSupply = initialSupply;
7       balance[msg.sender] = totalSupply;
8     }
9
10    function transfer (address to, uint value) public
11    returns (bool) {
12      require (balance[msg.sender] >= value);
13      balance[msg.sender] -= value;
14      balance[to] += value;
15      return true;
16    }
17
18    function burn(uint value) public returns (bool) {
19      require (balance[msg.sender] >= value);
20      balance[msg.sender] -= value;
21      totalSupply -= value;
22      return true;
23    }
24  }

Transaction Invariant:
totalSupply = balance[i]Σi

/5234

totalSupply = balance[i]Σi

totalSupply = balance[i]Σi

totalSupply = balance[i]Σi



totalSupply = balance[i]Σi

totalSupply = balance[i]Σi

totalSupply = balance[i]Σi

totalSupply = balance[i]Σi

totalSupply = balance[i]Σi

Transaction Invariant:
totalSupply = balance[i]Σi

Transaction Invariant

1   contract Netkoin {
2     mapping (address => uint) public balance;
3     uint public totalSupply;
4
5     constructor (uint initialSupply) {
6       totalSupply = initialSupply;
7       balance[msg.sender] = totalSupply;
8     }
9
10    function transfer (address to, uint value) public
11    returns (bool) {
12      require (balance[msg.sender] >= value);
13      balance[msg.sender] -= value;
14      balance[to] += value;
15      return true;
16    }
17
18    function burn(uint value) public returns (bool) {
19      require (balance[msg.sender] >= value);
20      balance[msg.sender] -= value;
21      totalSupply -= value;
22      return true;
23    }
24  }
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totalSupply = balance[i]Σi

totalSupply = balance[i]Σi

totalSupply = balance[i]Σi

totalSupply = balance[i]Σi

totalSupply = balance[i]Σi

Transaction Invariant

Transaction Invariant:
totalSupply = balance[i]Σi

constructor

transfer burn

totalSupply =
balance[i]Σi

/5236

1   contract Netkoin {
2     mapping (address => uint) public balance;
3     uint public totalSupply;
4
5     constructor (uint initialSupply) {
6       totalSupply = initialSupply;
7       balance[msg.sender] = totalSupply;
8     }
9
10    function transfer (address to, uint value) public
11    returns (bool) {
12      require (balance[msg.sender] >= value);
13      balance[msg.sender] -= value;
14      balance[to] += value;
15      return true;
16    }
17
18    function burn(uint value) public returns (bool) {
19      require (balance[msg.sender] >= value);
20      balance[msg.sender] -= value;
21      totalSupply -= value;
22      return true;
23    }
24  }



• To show: prove totalSupply >= value at line 21.

18    function burn(uint value) public returns (bool) {
19      require (balance[msg.sender] >= value);
20      balance[msg.sender] -= value;
21      totalSupply -= value;
22      return true;
23    }
24  }

Verification with Transaction Invariants
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18    function burn(uint value) public returns (bool) {
19      require (balance[msg.sender] >= value);
20      balance[msg.sender] -= value;
21      totalSupply -= value;
22      return true;
23    }
24  }

Verification with Transaction Invariants

• Verification with the inferred transaction invariant:

• To show: prove totalSupply >= value at line 21.

/5238

totalSupply >= balance[msg.sender] >= value

from the transaction invariant:
totalSupply= balance[i]Σi



18    function burn(uint value) public returns (bool) {
19      require (balance[msg.sender] >= value);
20      balance[msg.sender] -= value;
21      totalSupply -= value;
22      return true;
23    }
24  }

• To show: prove totalSupply >= value at line 21.

• Verification with the inferred transaction invariant:

totalSupply >= balance[msg.sender] >= value

from the transaction invariant:
totalSupply= balance[i]Σi

Line 19

Verification with Transaction Invariants

/5239



• Generator: producing candidate transaction (and loop) invariants.

• Validator: verification with candidate invariants.

VeriSmart Algorithm
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• Compared with 6 existing analyzers.

- Bug-finder: Osiris [ACSAC ’18], Oyente [CCS ’16], Mythril, Manticore

- Verifier: Zeus [NDSS ’18], SMTChecker [ISoLA ’18]

• Benchmarks (https://github.com/kupl/VeriSmart-benchmarks)

- vs. Bug-finders: 60 Solidity smart contracts with CVE vulnerabilities

- vs. Verifiers: 25 Solidity smart contracts from Zeus [NDSS ’18]

• Target: arithmetic safety (integer over/underflows, division-by-zeros)

Experimental Setup
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https://github.com/kupl/VeriSmart-benchmarks


vs. Bug-finders

• Results on the CVE data set (60 contracts).

VeriSmart Osiris

[ACSAC ’18]

Oyente

[CCS ’16] Mythril Manticore

#Alarm 492 240 171 94 14

#False Positive 2 13 14 10 0

#Detected CVE 58 41 35 11 2

Recall

(#valid CVE = 58) 100% 70.7% 60.3% 19.0% 3.4%

FP Rate

(#FP/ #Alarm) 0.41% 5.42% 8.19% 10.64% 0%


(low  recall)
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vs. Bug-finders
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• Results on the CVE data set (60 contracts).
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Incorrect CVE reports
Found by VeriSmart

• VeriSmart found 6 incorrectly-reported CVE vulnerabilities.

- Proved the safety thanks to the ability to infer               
transaction invariants.
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vs. Verifiers
• Results on 25 contracts where Zeus produced false positives.

• Without transaction invariants, VeriSmart failed on 17 contracts.
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General Applicability of VeriSmart
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• VeriSmart can be used to verify other safety properties.

• Case study: access control vulnerabilities.

- Security-sensitive variables (e.g., ‘owner’) can be updated by anyone.



General Applicability of VeriSmart
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CVE-2018-11329

send Ether to
‘ceoAddress’

Can be updated
by anyone

1  function DrugDealer () public {
2    ceoAddress = msg.sender;
3  }
4
5  function buyDrugs () public payable {
6    ceoAddress.transfer(msg.value);
7    drugs[msg.sender] += .. ;
8    ..
9 }



General Applicability of VeriSmart
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CVE-2018-11329

DrugDealer () where
msg.sender=attacker

buyDrugs () where
msg.sender=benign user
msg.value=some Ethers

Transaction 1 Transaction 2

send Ether to
‘ceoAddress’

Can be updated
by anyone

1  function DrugDealer () public {
2    ceoAddress = msg.sender;
3  }
4
5  function buyDrugs () public payable {
6    ceoAddress.transfer(msg.value);
7    drugs[msg.sender] += .. ;
8    ..
9 }



General Applicability of VeriSmart

/5250

function DrugDealer () public {
   assert (ceoAddress == msg.sender);
   ceoAddress = msg.sender;
}

• Safety property:



General Applicability of VeriSmart

• Detected all related access control CVE vulnerabilities:

- CVE-2018-10666, CVE-2018-10705, CVE-2018-11329

• Proved the absence of the bugs for 55 out of 60 from the CVE data 
set.
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function DrugDealer () public {
   assert (ceoAddress == msg.sender);
   ceoAddress = msg.sender;
}

• Safety property:



Summary

• VeriSmart: Exhaustive, Precise, Fully Automated Safety Verifier

- Key feature: automatic inference and use of transaction invariants

• VeriSmart is publicly available:

- http://prl.korea.ac.kr/verismart 

- https://iotcube.korea.ac.kr/process/type/veris

Thank you for listening!
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