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We present SMARTRIM, a new symbolic execution technique for detecting vulnerabilities in smart contracts.
Smart contracts require rigorous safety validation since flaws in them can cause significant financial loss.
Numerous symbolic execution techniques, which generate vulnerable transaction sequences to trigger and
help understand vulnerabilities, have been extensively studied to enhance the security and safety of smart
contracts. However, their performance remains unsatisfactory due to the extremely large search space for
transaction sequences. To mitigate this issue, SMARTRIM introduces a novel technique that safely reduces
the search space by detecting and pruning redundant transaction sequences. Experimental results show
that SMARTRIM greatly outperforms eleven state-of-the-art analyzers in detecting critical vulnerabilities in
real-world smart contracts.
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1 Introduction

Secure smart contracts are essential for building reliable blockchain ecosystems. Smart contracts-
programs running on blockchains—are gaining increasing popularity, as they can reliably automate
agreements between untrusted parties, eliminating the need for intermediaries. Unfortunately,
however, smart contracts are frequently targeted by attackers as they manipulate valuable assets,
leading to tremendous financial losses (e.g., [1, 35, 58, 60]) once exploited. As a result, the demand
for techniques to ensure the safety of smart contracts is steadily increasing.

In this paper, we present SMARTRIM, a new symbolic execution technique for Ethereum smart
contracts. Symbolic execution has been actively used to find critical flaws in smart contracts as it can
complement shortcomings of other program analysis approaches. For example, unlike verification
(e.g., [46, 57, 63, 66, 70, 75]) or static bug-finding (e.g., [30, 36, 40, 49, 51, 52, 72, 77, 86]), symbolic
execution can generate transaction sequences (i.e., function invocation sequences with concrete
arguments), helping understand under what conditions vulnerabilities can occur. Also, unlike
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fuzzing (e.g., [31, 41, 59, 64, 71, 78]), it is more likely to produce bug-triggering inputs that explore
complicated paths, aided by modern advanced SMT solvers.

Prior Work. Numerous symbolic execution approaches for smart contracts have been proposed
recently (e.g., [28, 34, 47, 54, 55, 65, 76, 81-85]), but they continue to suffer from performance issues.
In particular, most existing techniques are not able to effectively handle transaction sequences that
are redundant with previously analyzed sequences. For example, path prioritization techniques [54,
65], which look for promising sequences first, do not always ensure that such redundant sequences
are deprioritized. Approaches for pruning unnecessary sequences have also been proposed; they
discard sequences without read-after-write (RAW) relationships between transactions [81, 82].
However, RAW information alone is insufficient to eliminate diverse redundant sequences (e.g.,
Examples 1 and 2 in Section 2.1). More detailed discussions are in Section 2.2.

Our Work. We propose SMARTRIM to address the limitations of existing approaches. The key
differentiator is a domain-specific technique for identifying and pruning a large number of re-
dundant transaction sequences during symbolic execution of smart contracts. In Solidity smart
contracts, only global variables persist across transactions (i.e., function invocations from external
users). Based on this property, we introduce subsumption condition, a novel criterion to determine
whether a candidate sequence is redundant with previously explored sequences. Specifically, the
subsumption condition, denoted subsumed(s, v), holds iff every global state (i.e., mapping from
global variables to values) reachable by a candidate sequence s is also reachable by some previ-
ously validated sequence v. SMARTRIM prunes s whenever subsumed(s, v) holds. Our technique
guarantees to safely reduce the search space: any vulnerability discoverable by extending a pruned
sequence can also be detected by extending some remaining sequence.

Results. Experimental results show that SMARTRIM is highly effective at finding vulnerabilities
in smart contracts. We implemented SMARTRIM for Solidity [16], the de facto standard language for
developing Ethereum smart contracts. We compared SMARTRIM with eleven analyzers on three
datasets containing four types of widely studied security-critical vulnerabilities: ether-leak, suicidal,
integer over/underflow, and reentrancy. The selected competing tools employ different analysis
methods: six symbolic executors (SMARTEST [65], MYTHRIL [11], LENT-SSE [84], ACHECKER [37],
SATLFISH [28], SLISE [76]), four fuzzers (SMARTIAN [31], ConFuzzrus [73], RLF [71], EF/CF [62]),
and one static analyzer (SLITHER [33]). The three benchmarks consist of 814 smart contracts that
are mostly real-world and collected from multiple prior studies [2, 28, 31, 53, 65, 67, 86]. The results
show that SMARTRIM far surpasses eleven analyzers in vulnerability detection.

Contributions. We summarize our contributions.

e We present a new technique for finding vulnerabilities in smart contracts. The key idea is
to detect and prune redundant transaction sequences during symbolic execution, based on
reachable global states.

e We demonstrate the effectiveness of SMARTRIM through extensive comparative experiments
with 814 smart contracts and 11 analyzers [11, 28, 31, 33, 37, 62, 65, 71, 73, 76, 84].

o To support open science, we provide the source code of SMARTRIM and datasets on both
Zenodo [68] and GitHub [69].

2 Overview
2.1 Motivating Examples

Figure 1 shows the Trabet_Coin contract [21, 22] written in Solidity [16]. The contract has five
global variables (lines 2—4). owner stores the account address of the contract’s owner. crowd-
saleAgent holds the address of the contract’s admin. totalSupply refers to the total amount of
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1 contract Trabet_Coin {

2 address owner; address crowdsaleAgent; uint totalSupply;
3 mapping(address=>uint) balance;

4 mapping (address=>mapping (address=>uint)) allowance;
5

6 constructor () { owner = msg.sender; totalSupply = 10000; balancel[owner] = totalSupply; 3}
7

8 function mint(address t, uint v) public {

9 require(msg.sender == crowdsaleAgent);

10 balance[t] += v;

1 totalSupply += v;

12 }

13

14 function burn(uint v) public {

15 require(balance[msg.sender] >= v);

16 balance[msg.sender] -= v;

17 totalSupply -= v;

18 }

19

20 function burnFrom(address from, uint v) public {
21 require(balance[from] >= v);

22 require(v <= allowance[from][msg.sender]);

23 balancel[from] -= v;

24 allowance[from][msg.sender] -= v;

25 totalSupply -= v;

26 }

27

28 function approve(address spender, uint v) public
29 allowancel[msg.sender][spender] = v;

30 3}

31

32 function setOwner (address o) public {

33 require(msg.sender == owner);

34 owner = 0;

35 3

36

37 function setCsAgent(address c) public {

38 require(msg.sender == owner);

39 crowdsaleAgent = c;

40 }

41 3

Fig. 1. Trabet_Coin contract (simplified for presentation).

circulating tokens as an unsigned 256-bit integer (uint). balance is a mapping that stores the num-
ber of tokens per account. allowance is a two-dimensional mapping; allowance[A][B] denotes
the number of tokens allowed to be used by a spender (B) on behalf of the token holder (A).

A transaction, which can change the blockchain’s state, is triggered by invoking a function,
where the caller is referred to as the transaction message sender (msg. sender). For example, calling
the constructor (line 6) triggers an initial transaction, which deploys the contract on the blockchain,
assigns the contract’s ownership to the caller, and sets both totalSupply and balance[owner]
(the owner’s token). The function mint can be executed by crowdsaleAgent only (line 9) and
issue additional tokens (lines 10, 11). burn destroys the sender’s balance and reduces totalSupply
accordingly (lines 16, 17). burnFrom (lines 20-26) allows an agent (msg. sender) to burn v tokens, on
behalf of the original token holder (from). With approve (lines 28-30), token holders (msg. sender)
can authorize spender to use up to v tokens on their behalf. The owner can transfer ownership via
setOwner (lines 32-35) and delegate admin rights via setCsAgent (lines 37-40).

The contract has integer under/overflow bugs at lines 10, 11, 17, and 25, but generating transaction
sequences to detect them is not trivial. In particular, the underflow at line 25 can be exposed by a
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sequence of at least four transactions (excluding the initial transaction t;), such as to - t; - tp - t3 - t3
where t, : constructor( ) with msg.sender = A,

t; : setCsAgent (B) with msg.sender = A, t, :mint(B, MAX) with msg.sender = B
t3 : approve (A, MAX) with msg.sender = B, ty : burnFrom(B, MAX) with msg.sender = A

Here, A and B are the addresses of the contract’s owner and admin, and MAX = 225 —1 (the maximum
value of the uint type). Observe that totalSupply overflows to 9999 in t; and it wraps around to
10000 due to the underflow at line 25 in 4.

Unfortunately, most smart contract analyzers are not effective here. For example, given the
210-line original contract [22] for Figure 1, ConFuzzius [73], LENT-SSE [84], MYTHRIL [11] and
SMARTIAN [31] failed to find the bug at line 25 in our experiments (Section 6).

In contrast, SMARTRIM discovers the bug at line 25 quickly, within 2 minutes. It does so by
detecting and pruning a number of transaction sequences that are semantically redundant with
previously analyzed sequences, in terms of reachable global states. We provide examples of such
redundant transaction sequences.

Example 1. Non-state-changing Transactions. Suppose we analyze p : t; - t; after symbolic
execution on q : ty, where

ty : constructor( ) with msg.sender = A, t; : burnFrom(C, n) with msg.sender = B,

and the symbolic arguments (A, B, C, and n) represent all possible concrete values that match the
types of msg. sender or each function parameter. Note that p is redundant with g with respect
to reachable global states (i.e., mappings from global variables to their values). To explain why,
since all mapping elements of type uint are initially zeros (e.g., ¥x, y.allowance[x][y] = 0) in
Solidity [16], line 22 of #; in p is passed through only when n = 0, resulting in no changes to
any global variables, including allowance and balance. Consequently, we can safely remove p’s
subsequent sequences from the search space, without compromising bug detection - that is, any
vulnerability that can be detected by extending ¢, - #; can also be discovered by extending t.

Example 2. Subsumed Transactions. Suppose we perform symbolic execution on p : ty - t1 - £
after verifying q : ty - t;, where t; : constructor( ) with msg.sender = A,

t; : setOwner(o1) with msg.sender = B, ty : setOwner(02) with msg.sender = C,

and A, B, C, ol, and o2 are symbolic arguments. Observe that p is redundant with g, in that
every global state inducible by p is also inducible by q. This holds because: (1) in both #; and t,, the
only change to the global state occurs in owner, and (2) o1 and 02, which are assigned to owner,
represent the same set of concrete addresses. That is, given p, the behavior of ¢, is subsumed by
that of the preceding transaction #;.

Example 3. Interchangeable Transactions. Suppose we analyzed q : t; - t; - t, and encountered
p ity ty- 1y, where ty : constructor( ) with msg.sender = A,

t; : burn(v1) with msg.sender = B, t, : setOwner(02) with msg.sender = C,

and A, B, C, v1, and o2 are symbolic arguments. Despite the difference in the order between t;
and 1y, the symbolic execution on p and g will produce the same set of global states. To see why,
the variables (balance, totalSupply) defined in ¢, are neither redefined nor constrained in ¢,; and
similarly, the variable (owner) defined in t, is neither redefined nor constrained in #;. That is, the
global state changes caused by t; and ¢, are disjoint. As a result, p is redundant with gq.
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contract Example {

1

2 bool flag; uint x;

3

4 constructor ( ) { flag = false; x = 0; }

5

6 function setFlag (bool b) { flag = b; }

7 function setX (uint y) { x = y; }

8 function setX10 ( ) { x = 10; }

9 function f ( ) { require(flag); assert(x != 10); }
10 3}

Fig. 2. A contract for illustrating SMARTRIM approach.

2.2 How to Prune Redundant Sequences
We illustrate how SMARTRIM works on the contract in Figure 2. Consider symbolic transactions:
to: constructor( ), t;:setFlag(b), ty:setX(n), t3:setX10( ), t4:f()

where we omitted transaction senders (msg. sender) for simplicity. Suppose our goal is to find a
vulnerable sequence to trigger the assertion violation at line 9 in Figure 2, such as ty - t; - t5 - t4.

To quickly find vulnerable sequences, during symbolic execution, SMARTRIM detects and prunes
transaction sequences that are redundant with previously analyzed sequences. For example, if a
sequence q : fj - t; has been validated, SMARTRIM determines that a new sequence p : t; - t3 is
redundant with g, because the following subsumption condition holds:

Ap S Aq 1)
where A, and A, refer to the sets of all global states that are reachable after the executions of
p and q. That is, A, = {[flag + false,x — 10]}, and A, = {[flag — false,x > 0],---,[flag
false, x — 22°° — 1]}. However, directly checking (1) is computationally expensive in general, as it
requires enumerating all global states [24] reachable by each sequence; for example, computing A,

may need up to 22°¢ invocations of an SMT solver (e.g., [32]). Thus, we instead verify a condition
(2) equivalent to (1), which can be checked with a single call to an SMT solver:

¥ :3x. flag = false Ax’ =0 Ax =10 — 3x’,y. flag = false A\x’ =0 Ax =yisvalid (2)

bp bq

Here, ¢, (resp., ¢4) represents the state condition whose satisfying models correspond to states
inducible by p (resp., q). The primed variable x” in ¢, (resp., §#4) denotes x redefined by t3 (resp., t2).
The existentially quantified variables are responsible for projecting the states for ¢, and ¢, only
onto the global variables. Observe that, for any global state a, we have a € A, & a |= 3x".¢,, and
a € Ay © a = 3x’,y.¢4. Thus, (1) holds iff (2) holds. We formalize this property in Proposition 3.1.
Since (2) indeed holds (i.e., i is valid), SMARTRIM concludes that p is redundant with g, thereby
eliminating subsequent sequences of p from the search space. In the supplement A, we provide
examples that illustrate how our approach can be applied to more complex contracts involving
mappings, arrays, and structures, beyond those with simple scalar variables.

Comparison with Existing Approaches. SMARTRIM offers a distinct contribution to symbolic
execution of smart contracts, i.e., a new technique for pruning a range of redundant transaction se-
quences, based on reachable global states. Several prior studies have proposed pruning unnecessary
sequences without read-after-write (RAW) relationships [81, 82], but not all redundant sequences
can be detected by relying solely on RAW relationships (e.g., Examples 1 and 2 in Section 2.1).
Also, unlike approaches that prune paths irrelevant to specific targeted vulnerabilities [55, 76, 83],
our technique is generally applicable in a vulnerability-agnostic manner. ETHRACER [47] prunes
infeasible sequences, but unlike SMARTRIM, it cannot eliminate feasible yet redundant sequences
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(Section 8). Other symbolic execution methods for smart contracts aim to boost performance
along orthogonal directions, focusing on areas unrelated to semantic redundancy between paths:
prioritizing likely paths [54, 65], summary-based technique to avoid constraint recomputation [34],
state merging [28], parallel symbolic execution [85], and skipping path feasibility checks to reduce
SMT solving time [84].

Our work also makes a unique contribution compared to symbolic execution techniques from
conventional program domains (e.g., C or Java). For example, similar to ours, several studies [56, 79,
80] aim to eliminate redundant program paths. However, they focus on eliminating paths sharing
identical path suffixes, whereas we aim to detect redundancy even when transaction suffixes differ
(e.g., Examples 1-3 in Section 2.1). Section 8 provides more detailed discussions.

3 SMARTRIM Approach

This section formalizes: basic symbolic execution procedure (Section 3.1), and its enhancement
with safe pruning (Section 3.2). We first define a smart contract and introduce terminology based
on prior related work [65, 66].

Contract. We present our technique for a core subset [65, 66] of Solidity [16]. A contract
¢ = (G, F) consists of a set of global variables (G) and a set of functions (F). A function f(x){s} € F
is comprised of f (function name), x (input parameter), and s (function body). We write f; to denote
the name of a constructor function. We assume a set of statements S is defined by a simple grammar:

s > alifes; sy | s1;80, a— x:=e|x[y] :=e| assume(e) | assert'(e)

A statement s is an atomic statement a, an if-statement, or a sequence of statements. Function
call statements are inlined and loops are unrolled during preprocessing (Section 5), so they do
not appear in the grammar. An atomic statement is an assignment for scalar variables (x := e) or
one-dimensional mapping elements (x[y] := e), an assume statement, or an assert statement. In the
grammar, e represents conventional expressions, and we assume that the outermost expressions in
assume and assert are bool-typed. assume is responsible for modeling branch conditions (e.g., true/-
false branches of if-statements) when generating function paths (explained below). assert! (e) does
not alter program semantics and merely specifies a safety property e to verify at program point [.

Terminology. A function path, denoted p = (f, x, a), refers to a sequence of atomic statements
(a), which models the execution path within a function f(x){s}. A transaction, denoted t = (id, p),
is a function path p labeled with a unique transaction identifier id. A transaction sequence, denoted
s =ty t1 - ty, is a chain of transactions. If s triggers a vulnerability (i.e., violates a condition in
assert) at the last transaction t,, we say s is a vulnerable transaction sequence. t, refers to an initial
transaction constructed from a constructor function path; that is, given ¢, = (id, (f, x, a)), f = fo.

3.1 Basic Symbolic Execution

Algorithm 1 shows the architecture of SMARTRIM. Its goal is to find as many vulnerable transaction
sequences as possible. The input is a contract ¢ written in Solidity. The output is a vulnerability
report R that provides a vulnerable transaction sequence per assertion label. While running the
algorithm, the workset W maintains a set of candidate transaction sequences to validate. We assume
lines 13-14 are ignored in our basic approach.

At line 1, we generate a set of function paths P of ¢, and at line 2, construct a set of constructor
paths Py. At line 3, W is initialized with a set of initial transactions. At line 4, R is initialized with
Al.L, meaning that no vulnerable transaction sequences have been detected at this stage. At line 5,
we set V, a set of validated transaction sequences, to the empty set.
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Algorithm 1 SMARTRIM algorithm

Input: A Solidity smart contract c
Output: A vulnerability report R
1: P « a set of function paths from ¢

2 Pp = {(f.x,a) | (f.x,a) € P, f = fo}

32 W« {(id,p) | p € Py, new id}

4: R Al.L

5 V0

6: repeat

7 Pick a candidate sequence s from W

8 W — W\ {s}

9: s’ « if s = t; then t; else s” where s =s"" - t, > s”: the longest prefix of s
10: ¢’ 11" < GenerateVC(s’) >§3.1
11: if =SAT(¢’) then > s’ is infeasible
12: We—W\{weW|w=s-t}

13: (+)elseif s’ ¢ V A Jv € V.subsumed (s’,v) then > s’ is redundant, § 3.2
14: (+) We—W\{weW|w=s"-t}

15: else

16: ¢,I1 « GenerateVC(s)

17: for each (I, VC) e Il do

18: if R(I) = L A SAT(VC) then

19: R«— RU{l— (s,model(VC))}

20: Ve Vu{s}

21: W e—WU{s-(id,p) | p € P\ Py, new id}

22: until W = 0 or VL.R(I) # L or timeout

23: return R

We enter the repeat-until loop (lines 6-22) that iteratively selects a candidate sequence and
validates it using symbolic execution. We first choose a candidate sequence s (line 7) and delete
it from W (line 8). At line 9, we compute s’, the longest prefix of s: technically, s" = t; if s = 1o,
and s’ is the longest proper prefix of s otherwise. At line 10, we perform symbolic execution on s’,
generating two kinds of constraints: ¢’ and IT’. ¢’ stands for a state condition whose satisfying
model represents a state reached at the end of s’. IT’ is a set of verification conditions (VCs) per
label [, which must be verified to see whether s’ is a vulnerable transaction sequence that violates
the safety condition at [. If s” is an infeasible transaction sequence (line 11), we remove candidate
sequences beginning with s’ from the search space (line 12). If s’ is feasible (line 15), we produce
VCs, denoted II, for s (line 16). Each VC is examined through the for-loop at lines 17-19; if s is the
first sequence that violates the safety condition at [ (line 18), we update R accordingly (line 19).
At line 20, we add s” to V (the set of verified sequences). At line 21, we generate new candidate
transaction sequences by extending s with new transactions (other than initial transactions), and
add them to W. The repeat-until loop iterates until W becomes empty, every safety condition is
violated (VI.R(I) # L), or the preset time limit is reached (line 22). At line 23, we return R.

Note that our basic algorithm already adopts an optimization: rather than eagerly discarding
infeasible sequences when generating new candidates (line 21) as in [65], we eliminate infeasible
sequences lazily whenever they are chosen as candidate sequences (line 7). This way, it can reduce
unnecessary calls to an SMT solver for sequences that would not be analyzed within a time budget.
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Symbolic Execution of Transaction Sequences. We define GenerateVC (lines 10 and 16 in Al-
gorithm 1), which generates a state condition and verification conditions by symbolically executing
a sequence s. Let us first introduce sp and T, the symbolic executors for atomic statements and
transactions, respectively.

Given a current state condition ¢ and (labeled) verification conditions II, sp transforms them
according to the execution semantics of each atomic statement. sp follows a standard definition of
the strongest postcondition predicate transformer [29]:

sp(x:=e)(¢,11) = (p[x'/x] Ax =e[x"/x],IT)
sp(x[y] := e) (¢, 1) (p[x"/x] Ax =x"(y <e[x"/x]),IT)

sp(assume(e)) (¢, IT) (¢ AeTI)

sp(assert'(e)) (¢, IT) (¢, {(L,¢ A —e)} UII)

sp(ai;- -+ ;an)(¢,10) sp(an) -+~ sp(a1)(¢,10)
¢[x’/x] denotes a formula produced by replacing the free variable x by a fresh primed variable x’.
Here, x” denotes x before being updated by an assignment. The notation x(y < e) represents a new
array obtained by replacing the element at index y with e from the array x. Given an assertion, we
generate a verification condition ¢ A —e whose satisfiability indicates that the safety condition e
can be violated under the state described by ¢.

On top of sp, we define T that performs symbolic execution on a transaction t = (id, (f, x, a)):

T(1)(¢,11) = (¢”,11")
where ¢” = RENAME;4(¢”), II” = {(I, ReNaME(¥)) | (L¢') € II'}, and (¢, I1") = sp(a) (¢ A x€ =
x,II). Here, x° is a variable that stores the x’s value at the entry of the transaction. To distinguish
local variables (including primed global variables) with identical names across different transactions,
RENAME;; appends the current transaction’s identifier (id) to local variable names. For example,
given a set of global variables G = {a,b} and ¢ : a = a’ + x, A b = a + b’, RENAME;3(¢) outputs
a=a;+x; ANb=a+bj.
Finally, we define GenerateVC (lines 10 and 16 in Algorithm 1):

GenerateVC(ty - -+ ty) = T(ty) (4", 0)

¢’ is the state condition for the sequence’s prefix: (¢",II) = T(t,-1) © - - - o T(t0) (A yeg init(g), 0).
Observe that we discard IT’, the verification conditions (VCs) generated from the prefix, in order to
avoid duplicated VC checks. The role of init is to assign a default value to each variable based on its
type. For example, init(g) = (g = false) if g has type bool, init(g) = (g = 0) if g has type uint256,
and init(g) = (g = Ky) if g has type mapping(address => uint256) where Ky denotes a constant
array that returns 0 for any account.

3.2 Symbolic Execution with Pruning

We present the key technical contribution of this paper: effectively detecting and pruning redundant
transaction sequences, leveraging reachable global states.

Subsumption Condition. In Solidity smart contracts, only global variables (i.e., variables stored
in contract storage [16]) persist across transactions. By contrast, local variables exist only during
function execution and thus are discarded at the end of each transaction. Based on this property,
we define the predicate subsumed (line 13 in Algorithm 1).

Let G be a set of global variables. Let ST be a symbolic executor that generates the state condition
for a sequence s =ty - - - ty;:

ST(s) = ST (ta) © -+ o ST/ (1) /\ init(g))

geG
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where ST’ produces the state condition for a transaction ¢; that is, ST’ (¢) (¢) = ¢’ where (¢, —) =
T(t)(¢, 0). Let A(s) be the set of global states reachable by s:

A(s) = {Projectg(m) | m |=ST(s)} (3)

where Project;(m) = Ax € G.m(x). Let v € V be a validated sequence during symbolic execution
(Algorithm 1). Then, we define the subsumption condition subsumed(s, v) as:

A(s) € A(o) (4)
That is, we say s is subsumed by o iff all global states reachable via s are also reachable via v.

Checking Subsumption Condition. Directly deciding (4) is computationally expensive in
general [24]. Specifically, computing every reachable global state for each sequence may require
numerous calls to an off-the-shelf SMT solver (e.g., Section 2.2). To address this, we reformulate (4).
Let FV(F) be the set of free variables of a first-order logic formula F. Let X and Y be the sets of
local variables in ST(s) and ST(v), respectively: X = FV(ST(s)) \ Gand Y = FV(ST(v)) \ G. Given
X={xy, -+, xptand Y ={y1, -+ ,ym}, let us write IX.P and 3Y.Q to represent Ix;, - - - , x,,.P and
Jyi, -+, ym.Q, respectively. We introduce a condition equivalent to (4), which can be checked with
a single call to an SMT solver:

AX.ST(s) — IY.ST(v) is valid (5)
The following proposition formalizes the logical equivalence between (4) and (5).
PRrROPOSITION 3.1 (EQUIVALENCE). A(s) C A(v) < |= IX.ST(s) — IY.ST(v)

ProOF. Proof based on equational rewriting. A(s) € A(v) holds iff

Vm.me A(s) = m € A(v) (6)
By Equation (3), we have
me A(s) © mE3IXST(s), me A(v) © m|=3Y.ST(v) (7)
Based on (7), we rewrite (6):
Vm. m |= 3X.ST(s) = m [ 3IY.ST(v) (8)
By the semantics of implication [29], we rewrite (8):
Vm. m |= (3X.ST(s) — IY.ST(v)) 9)
Observe that (9) and (6) are equivalent, as (9) is derived from (6) via equational rewriting. O

Equation (4) and Proposition 3.1 together yield a derived definition of subsumed, used in the
implementation of SMARTRIM.

DEFINITION 3.2 (SUBSUMPTION CONDITION). s is subsumed by v in terms of reachable global states:
subsumed(s,v) &= A(s) C A(v). Equivalently, subsumed(s,v) <= |= 3IX.ST(s) — JY.ST(v).

Symbolic Execution with Pruning. SMARTRIM performs pruning by adding lines 13 and 14 to
Algorithm 1. If s” is redundant with some validated sequence other than itself (line 13), we remove
every subsequent sequence of s’ from W (line 14).

Pruning Safety. Our pruning at line 13 is safe in the following sense: if a sequence s is eliminated
by our pruning, any vulnerability that can be discovered by extensions of s can still be discovered
by extensions of some v € V. The following theorem formalizes this property.
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THEOREM 3.3 (PRUNING SAFETY). Given two transaction sequences s and v, suppose subsumed(s, v)
holds. Suppose also we have a transaction sequence s’ = t; ---t, where t, contains an assertion
statement assert' (e). If e can be falsified by executing s - s', it can also be falsified by executing v - s’.

To prove the theorem, let o : Dom(o) — Ran(o) be a variable substitution by the symbolic
execution of assignments in a transaction . Dom(0) is a set of variables to rename and Ran(o) is a
set of corresponding primed variables, that is, Dom(o) = Def (t) and Ran(o) = {x’ | x € Def (¢)},
where Def (t) is the set of global variables that may be defined via assignments in ¢. Given a
formula F, we write Fo to represent the application of ¢ to F. For example, given F : x + 1 > y and
c={x—x'},Fo=x"+1>y.

Proor. Proof by contradiction. The verification conditions for an assertion in s’, obtained by
symbolic execution of s - s” and v - §’, can be expressed as:
ST(s)o A F, ST(v)o A F
where o and F are a variable substitution and a new constraint, both of which are introduced

during the symbolic execution of s’. Our goal is to prove that if ST(s)o A F is satisfiable, then so is
ST(v)o A F:

dmi.my |=ST(s)o AF = 3Imy.my EST(v)o A F (10)
Suppose (10) does not hold:
dm;.my |= ST(s)o A F, Vmy.my = =ST(v)o V =F (11)
From (11), we have
(a) Imy.m; = ST(s)o, and (b) Amy.my EF (12)
and
(c) Ymy.my | ST(v)o, or (d) Ymy.my [ F (13)

In the case (d) of (13), we close the branch, since (b) and (d) are contradictory. Now we consider
the case (c). Given a variable assignment m, let recover be the function that returns a variable
assignment where all primed global variables in Ran (o) are replaced with their original (unprimed)
global variable names:

recover(m) = {org(x) — v | (x — v) € m}
where org(x) = if (y — x) € 0 Ay € G then y else x. Note that: (i) the state conditions for s
and o, ST(s) and ST(v), can be obtained from ST(s)o and ST(v)o by replacing every primed global
variable x’ € Ran(o) with its original variable x € G. Further note that: (ii) the evaluation of
x" under m and x under recover(m) are the same, that is, Yx, x".m(x") = (recover(m))(x) where
o(x) = x’. From (a), (c), (i), and (ii), we have
Imi.m] [ ST(s), Vmy.my [ ST(v) (14)

where m| = recover(m,) and m;, = recover(m;). From (14), for some variable assignment k such
that k |= ST(s) and k |~ ST(v), we have

k |=3X.ST(s), k [ 3Y.ST(v) (15)
where X = FV(ST(s)) \ Gand Y = FV(ST(0v)) \ G. From (15), we have
k [£ 3X.ST(s) — IY.ST(v) (16)
According to the assumption (i.e., subsumed(s,v)) of Theorem 3.3, we have
Vn.n |= 3X.ST(s) — IY.ST(v) (17)
(16) and (17) are contradictory. All branches, (c) and (d), are closed. O
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As a side remark, when we prune s’ because subsumed(s’, v) holds for some validated sequence
v € V, it is possible that extensions of v may later be pruned as well, due to being subsumed by
another validated sequence v’ € V' \ {0} in future iterations. Even in such cases, our technique still
guarantees to safely reduce the search space without compromising vulnerability detection. This is
because such v’ can appear only after its immediate extensions have been added to W in earlier
iterations, as ensured by lines 8, 9, and 20 in Algorithm 1.

4 Optimizations
4.1 Constraint Simplification

SMT solving is a well-known performance bottleneck of SMT-based analyzers [25]. To mitigate this
issue, we adopt existing constraint simplification techniques, such as constant folding, semantics-
preserving rewriting (e.g., replacing e + 0 with e), and property-focused simplification [65]. Inte-
grating these into SMARTRIM is mostly straightforward, but eliminating isolated variables (EIV, an
instance of Z3’s tactic elim-uncnstr [18, 19]) requires special care. Specifically, for the following
two cases, we retain constraints even if they contain isolated variables.

First, we keep isolated function-input-parameters in verification conditions. For example, consider
a verification condition F : yf =a A F, A --- A F,, where y; denotes the input parameter y at the
entry point (e) of a transaction whose identifier is i. Suppose that y; is isolated in that it does not
appear in F5 A - - - A F,,. Then, we can simplify F to an equisatisfiable formula F’ : F; A - - - A F,, but
we retain the original formula F. This is because SMARTRIM aims to provide vulnerable sequences
with concrete argument values per transaction, rather than simply detecting vulnerabilities.

Second, we keep isolated global variables in subsumption conditions (Definition 3.2), because
every global variable is needed to precisely reason about reachable global states.

4.2 Reducing Pruning Overhead

Even with constraint simplifications, verifying subsumption conditions in first-order logic (Def-
inition 3.2) still poses a substantial performance issue: they involve quantified formulas, which
are harder for SMT solvers to process in general, and furthermore, for every new sequence, we
validate its redundancy against previously validated sequences (line 13 in Algorithm 1). We describe
methods to reduce this pruning cost.

4.2.1 Validity Templates. We use the three validity templates to check subsumption conditions
efficiently, without invoking off-the-shelf SMT solvers. Let Def () be the set of global variables
defined (via assignments) in ¢, and Use (¢) be the set of global variables used in t.

NODEF. Let t be a transaction such that Def () = 0. Then, for any non-empty transaction
sequence s, s subsumes s -, as ¢ cannot extend global states reachable from s. This idea is formalized
by the below inference rule, whose soundness proof is in the supplement B.

Def (t) =0
subsumed (s - t, s)

(NoDEF)

INTER. From Example 3 in Section 2.1, recall that the order between two transactions (¢; and t)
does not affect the reachable global states, if the global variables defined in #; do not appear in f,,
and vice versa. We designed INTER based on this observation.

Y1 : Def(tl) N (Def (tz) U Use (tz)) = 0, YZ : Def(tz) N (Def(tl) U Use (tl)) =0

subsumed (s - t5 - t1,5 - t1 - £3)

(INTER)

We provide the intuition in more detail. ¥; ensures that global variables defined in ¢, are neither
redefined nor constrained by t,. Likewise, Y, guarantees that global variables defined in ¢, are
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neither redefined nor constrained by #;. From Y; and Y5, it follows that, for any global state, the
portion extended by one transaction is unaffected by the other. Thus, the execution order between
t; and t, does not alter the final global states. The soundness proof is in the supplement C.

Proof with Previous Subsumptions. Below is a template that leverages previously identified
subsumption relations. Recall the contract in Figure 1. Suppose subsumed(# - t1, ty) holds where
t; = burnFrom(C, n). Suppose further - t, has been analyzed, where t, = setOwner(a). Then, using
PrEv, we can efficiently detect that ¢, - t, subsumes a new sequence t; - t; - t;. See the supplement
D for the soundness proof.

Y; : subsumed (s - t1, 5)
Y, : Def (t;) N (Def (t3) U Use (t5)) =0, Y3 : Def (t;) N (Def (t;) U Use (£1)) =0

subsumed (s - t5 - ty, s - t2)

(PREV)

4.2.2 Lightweight Condition. After applying the validity templates (Section 4.2.1) and before
checking subsumption conditions using an SMT solver, we check an alternative lightweight con-
dition, which we found is often more efficiently processed by the Z3 SMT solver [32]. Given a
sequence s = s’ - t, where s’ = t; - - - t,_1, if t,, is a state-preserving transaction that does not modify
the global state (e.g., Example 1 in Section 2.1), s is redundant with s’:

F:ST(s" - tn) = Ageg gn = g is valid

NoM
subsumed (s’ - t,,s") (NoMobiry)

where g, is a variable that denotes g at the entry point of ¢, (Section 3.1). Note that the hypothesis
ensures A(s” - t,) = A(s"), from which we can derive the conclusion.

4.2.3 Selective Pruning. We use heuristics to invoke an SMT solver only when pruning is likely
to succeed (i.e., subsumption conditions are likely to hold). Given a candidate sequence s and a
previous sequence v € V, we directly check subsumed(s,v) with an SMT solver only if: (i) the
cumulative time spent on direct SMT-based subsumption checking does not exceed 30% of the total
SMT solving time, and (ii) one of the following three conditions holds.

(1) The length of s is no larger than three (excluding an initial transaction ty), and v is a prefix of
s. Thatis,s =v---t, wheren < 3,andv =tyorovo =ty---1; (0 < i < n).

(2) s =to - t; and v = t; - t, where t; and t; are single transactions, are expected to update the
same set of global variables. That is, Def (¢;) = Def (¢;).

(3) s and v, whose lengths are two, share the two transactions but in different orders. That is,
s=t0~t1~tzandv=to~t2~t1.

These three conditions are devised based on the observation that: s is likely to be subsumed by v
when they share syntactically or semantically similar features.

Note that our selective pruning preserves the pruning safety in Theorem 3.3. If the conditions
(i) and (ii) hold, we directly verify the subsumption condition (subsumed (s,v)) using an SMT
solver and perform pruning only when the subsumption condition holds; thus, the theorem applies.
Otherwise, we conservatively regard the subsumption condition as false and skip pruning; therefore,
the safety is trivially preserved.

5 Implementation

We implemented SMARTRIM in OCaml on top of SMARTEST [65], an open-source symbolic execution
tool for Solidity smart contracts. In particular, we modified SMARTEST’s basic sequence-generation
mechanism so that infeasible transaction sequences are detected and pruned lazily rather than
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eagerly (Section 3.1). We use the Z3 SMT solver [23, 32] (v.4.15.2) to check the satisfiability of path
conditions and verification conditions, and the validity of subsumption conditions.

Preprocessing and Path Enumeration Details. For testing efficiency, our implementation of
Algorithm 1 uses two heuristics. First, during preprocessing (before line 1), function call statements
are inlined up to a maximum call depth of 3, and loops are unrolled twice. As a result, paths that
require deeper call depths or additional loop iterations are excluded from symbolic execution.
Second, during path enumeration for each function (line 1), we terminate the enumeration once
the number of collected paths exceeds 50. Since our implementation enumerates function paths in
breadth-first search (BFS) order and checks this stopping condition at the end of each BFS iteration,
the final number of collected paths per function may exceed 50.

Vulnerability Oracles. SMARTRIM currently detects 7 kinds of vulnerabilities. We reused vul-
nerability detection rules from SMARTEST [65] for 6 types: integer over/underflow, division-by-zero,
assertion violation, ERC20 standard [8] violation, Ether-leak, and suicidal vulnerability. In addi-
tion, we implemented a new test oracle to detect reentrancy vulnerabilities by checking whether
attackers can steal Ethers through internal transactions (i.e., via external function calls).

Concrete Validator. To automatically validate whether vulnerable transaction sequences gen-
erated by SMARTRIM can indeed reproduce the detected vulnerabilities in real executions, we
implemented a concrete validator based on the Foundry toolkit [20]. Specifically, our validator
replays generated sequences in a local environment and checks for violations of the associated
safety conditions. Note that the validator is not part of SMARTRIM’s analysis pipeline; rather, it is
used only as a post hoc evaluation tool to check whether the reported alarms can be reproduced in
real executions.

Solver Timeout. We set the Z3 solver’s timeouts to 1.5 seconds for each feasibility check (line 11
in Algorithm 1) and subsumption-condition check (line 13), and to 90 seconds for each verification-
condition check (line 18). We allocated more time for verification condition checking to avoid
missing opportunities for vulnerability detection.

6 Evaluation
We performed experiments to answer the research questions below:

e RQ1: How effective is SMARTRIM at detecting vulnerabilities compared to state-of-the-art
analyzers? (Section 6.1)

¢ RQ2: How significant is our pruning for the performance of SMARTRIM? (Section 6.2)

e RQ3: Can SMARTRIM discover new bugs in recent real-world smart contracts? (Section 6.3)

6.1 Comparison with Existing Analyzers
6.1.1 Setup. We describe the setup for comparative experiments.

Target Vulnerabilities. We focused on evaluating the ability to detect four kinds of security-
critical vulnerabilities that have been extensively studied in prior work: integer over/underflow (10),
Ether-leak (EL; Ether-stealing without reentrancy), suicidal (SU; insecure access to selfdestruct
or suicide in Solidity), and reentrancy (RE; Ether-stealing via reentrancy from external contracts).

We note that, despite the Cancun hard fork where selfdestruct (or suicide) no longer removes
contract code from the blockchain as per EIP-6780 [26], we decided to include SU as a target
vulnerability in our experiments. This is because the two instructions (selfdestruct, suicide)
remain security-sensitive instructions that should be accessible only to privileged users: insecure
accesses to them can trigger unexpected Ether balance transfers, leading to denial-of-service in
attacked contracts.
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Benchmark. Drawing on a range of existing studies [2, 28, 31, 53, 65, 67, 86], we built three
datasets, comprising a total of 814 Solidity smart contracts with known and annotated bugs.

e LS Dataset: 491 contracts containing EL or SU: 84 and 407 from [65] and [53, 86], respectively.
e |0 Dataset: 274 CVE-listed contracts containing 10 bugs from [2, 65] after deduplication.
e RE Dataset: 49 contracts with RE: 43, 3, and 3 selected from [67], [31], and [28] respectively.

For each dataset, the average number of lines per contract is: 411 (LS Dataset), 235 (I0 Dataset),
and 226 (RE Dataset). The above contract counts show the statistics after preprocessing, such as
deduplication or removal of contracts without in-scope vulnerabilities. For example, to create LS
Dataset, we selected 407 contracts, out of 911 contracts reported as vulnerable by SPCon [53]
and PRETTYSMART [86]. This is because the two analyzers mainly target access-control bugs (i.e.,
insecure access to certain variables or instructions), which do not always align with EL or SU.
We manually identified 504 contracts that contain neither EL nor SU, and excluded them from LS
Dataset. Additional details on preprocessing are described in the supplement E.

Ground Truths. For 274 contracts in 10 Dataset, the CVE-reported vulnerabilities are the
ground-truth bugs. For 84 contracts [65] in LS Dataset and 43 contracts [67] in RE Dataset, we
reused the ground truths from related prior work. For the remaining contracts, we established
ground truths through careful manual inspection, which involved iteratively refining them by
manually analyzing each tool’s detection results and adding any new bugs that were not included
in the existing ground truths. Thus, for EL, SU, and RE, we deem that a tool has generated a false
positive if it raises an alarm for a location outside the ground truths.

Competing Tools. To thoroughly assess the practicality of SMARTRIM, we selected 11 recent
analyzers based on different analysis approaches:

e Symbolic execution: SMARTEST [65], MYTHRIL [11], LENT-SSE [84], ACHECKER [37], SAIL-
FISH [28], SLISE [76]

e Fuzzing: SMARTIAN [31], ConFuzzius [73], RLF [71], EF/CF [62]

e Static analysis: SLITHER [33]

Among the six symbolic executors, the first three [11, 65, 84] can produce vulnerable transaction
sequences like SMARTRIM, and the others are bug-finders [28, 37, 76] that use symbolic execution
to reduce false positives. ConFuzzrus [73] is a hybrid fuzzer that leverages symbolic execution to
effectively explore complicated paths. We used the latest (as of August 2025) versions of each tool
from public GitHub repositories (SMARTEST [17], LENT-SSE [10], SMARTIAN [15], ACHECKER [3],
SLITHER-v0.11.3) and public Docker images (MYTHRIL-v0.24.8, RLF [13], SarLrisH [14], SL1SE [7],
ConFuzzius [5], EF/CF [6]).

Although we curated benchmarks from SPCon [53] and PRETTYSMART [86], we did not include
them in our comparative experiments. SPCoN’s free usage was limited due to its reliance on the
Bitquery [4] APL For PRETTYSMART, we could not be confident that we were using it correctly, as
we failed to reproduce the experimental results in our environment using its artifact [12].

Tool Execution Details. We use the default options for all competing tools, with one exception:
for LENT-SSE [84], we set the Z3 SMT solver timeout to 5 seconds, and limited the maximum trans-
action sequence length to four (excluding initial transactions), as these configurations yielded the
best performance in its original study [84]. Since RLF [71] raised runtime errors for contracts with
parameterized constructors when no arguments were provided, we supplied random arguments to
prevent such errors. As SMARTRIM’s default search strategy (line 7 in Algorithm 1), we adopted an
increasing-order approach that prioritizes shorter candidate sequences. For each dataset, we exe-
cuted the tools with only the relevant checkers enabled, except for SMARTIAN and ConFuzzius that
do not support such options.
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Table 1. The detection results of each tool on the ground-truth vulnerabilities. Line: the number of vulnerable
lines detected by each tool. Func: the number of vulnerable functions detected by each tool. All (n): the
results on all contracts. Com (n): the results on the contracts that were commonly analyzed by all tools
without runtime errors or timeouts (n shows the number of such contracts). n/a: the tool neither covers the
vulnerability nor provides line-level results.

H LS Dataset H 10 Dataset H RE Dataset H
Total
I EL I s I 10 I RE I
Tool Name
| An@on | com@se || Al@o | Com(ese) | All2r9) | Com(n) || Al@9) | Com@n) | Al(si9)
H Func Line ‘ Func Line H Func Line ‘ Func Line H Func Line ‘ Func Line H Func Line ‘ Func Line H Func Line
SMARTRIM 364 373| 225 232 114 114 62 62 136 154 115 122 34 35 21 21 648 676
SMARTEST [65] 304 313 202 208 101 102 59 59 132 146 114 118 n/a n/a n/a n/a 537 561
EF/CF [62] 322 n/a| 190 n/a 108 n/a 59 n/a n/a  n/al n/a n/a 21 n/a 12 n/a 451 n/a
SMARTIAN [31] 154 n/a| 112 n/a 71  n/a 40 n/a 133  n/a| 112 n/a 22  nl/a 18 n/a 380 n/a
ConFuzzius [73] n/a  108| n/a 74 n/a 88| n/a 56 n/a 99| n/a 95 n/a 30| n/a 18 n/a 325
RLF [71] 210 n/a 148 n/a 84 n/a 54 n/a n/a n/a n/a n/a n/a n/a n/a n/a 294 n/a
MYTHRIL [11] 85 88 54 57 95 95 55 55 57 61 49 53 28 n/a 20 n/a 265 244
ACHECKER [37] 173 n/a 110 n/a 79 n/a 43  n/a n/a  n/a| n/a n/a n/a  n/a n/a  n/a 252 n/a
SLITHER [33] 73 83 40 45 59 n/a 33 n/a n/a  n/al n/a n/a 42 n/a 19 n/a 174 83
LENT-SSE [84] 18 18 12 12 67 67 50 50 39 38 36 35 22 n/a 16 n/a 146 123
SLISE [76] n/a  n/a n/a  n/a n/a  n/a n/a  n/a n/a  n/al n/a n/a 33  n/a 21 n/a 33 n/a
SAILFISH [28] n/a n/a n/a n/a n/a n/a n/a n/a n/a n/a n/a n/a 27 n/a 20 n/a 27 n/a

For machine learning-based analyzers (SMARTEST [65], RLF [71]), we used the pre-trained models.
Specifically, SMARTEST employed 4-fold cross-validation in its original experiments [65]. To evaluate
it under favorable conditions, we followed the same 4-fold cross-validation setup for the contracts
overlapping with SMARTEST’s original dataset (i.e., applied fold-specific models to each fold). For
new contracts [53, 86] in LS Dataset, we used the model trained on SMARTEST’s entire contracts
with EL and SU vulnerabilities.

Hardware and Testing Resources. The evaluation was conducted on Ubuntu machine with
AMD Ryzen Threadripper 3970X CPU (3.7 GHz) (32 cores and 64 threads in total, 62 GB of memory).
We ran each analyzer with at most 24 threads, which was sufficient for most tools to run without
out-of-memory errors. By exception, RLF [71] was limited to 3 threads, as it frequently raised
out of memory errors under the default setting. For each tool, we allocated a 30-minute internal
timeout and a 35-minute external timeout per contract, except for LENT-SSE [84], ConFuzzius [73]
and EF/CF [62]. For LENT-SSE, because its implementation does not support an internal timeout
option and often failed to produce analysis reports within 35 minutes, we set its external timeout
to 180 minutes. For CoNFuzzius and EF/CF, since they failed to produce analysis results on several
benchmarks within the 35-minute external timeouts despite using the internal timeout options, we
set their external timeouts to 40 and 50 minutes, respectively.

6.1.2 Results. Table 1 compares the vulnerability-detection results among the analyzers. The
column All shows the results for the entire contracts of each dataset. For a more balanced comparison,
the column Com shows the results for the contracts that were successfully analyzed by all 12 tools
(i.e., without runtime failures and timeouts). The column Line presents the number of line-level
vulnerabilities detected by each tool. For the tools that do not provide line-level detection results,
we provide the function-level results only in the column Func.

The results show that SMARTRIM outperforms the 11 competing analyzers in vulnerability
detection. In total, SMARTRIM discovered 81.8% %), 93.4% (%), 86.0% (%), and 67.3% (%) of
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Fig. 3. SMARTRIM with vs. without pruning.

the known EL, SU, 10, and RE line-level bugs in the ground truths. By contrast, SMARTEST, the
second-best tool, detected 68.6% g), 83.6% (%), and 81.6% %) of the known EL, SU, and 10 bugs.
Although SLITHER is more effective than SMARTRIM in detecting RE, SMARTRIM remains highly
competitive: SMARTRIM provides vulnerable transaction sequences unlike SLITHER, and found more
RE vulnerabilities than the other remaining tools.

In total, SMARTRIM detected 1,812 potential bugs (including the ones beyond the ground truths)
along with their corresponding vulnerable transaction sequences. Using our concrete validator
(Section 5), we confirmed that 92.8% of these 1,812 vulnerable sequences can successfully replay the
detected safety violations. The remaining 7.2% failed to reproduce the alarms due to, for example,
imprecise handling of cryptographic hash functions (e.g., keccak256) and SMARTRIM’s lack of
support for certain Solidity features.

Pruning Cost. The pruning overhead, including SMT solving of the original subsumption-
condition and pruning-related optimizations (Section 4.2), was modest. On average, our pruning
took 197.7 seconds per contract, accounting for 18.1% of the total analysis time.

Analysis Time. The following shows the total runtime of each tool for LS Dataset, 0 Dataset,
and RE Dataset: SMARTRIM (5h 8m, 6h 4m, 30m), SMARTEST (5h 42m, 6h 2m, n/a), EF/CF (11h 12m,
n/a, 1h 12m), SMARTIAN (10h Om, 6h Om, 1h 0m), ConFuzzrus (8h 30m, 4h 51m, 1h Om), RLF (2d
13h 52m, n/a, n/a), MYTHRIL (9h 10m, 6h 4m, 1h 1m), ACHECKER (1h 2m, n/a, n/a), SLITHER (15s,
n/a, 7s), LENT-SSE (22h 13m, 16h 48m, 4h 21m), SLISE (n/a, n/a, 35m), SAILFISH (n/a, n/a, 1m 40s).

6.2 Significance of Our Pruning

Setup. We conducted an ablation study to evaluate the efficacy of our pruning technique (Sec-
tion 3.2). To this end, we considered four variants of SMARTRIM. In Figure 3, Inc and Inc+Pruning de-
note SMARTRIM that performs an increasing-order search (Section 6.1.1) without and with pruning,
respectively: Inc+Pruning corresponds to SMARTRIM in Table 1. To assess the general applicability
of our pruning, we also built two additional variants: Random and Random+Pruning. Random in-
dicates SMARTRIM that performs a randomized search without pruning: at each iteration of the
repeat-until loop in Algorithm 1, it randomly selects a candidate from the workset (line 7) and
generates its successor sequences (line 21) up to length 5 (excluding initial transactions). Ran-
dom+Pruning denotes SMARTRIM with the same randomized search and pruning.

To evaluate each variant with and without pruning, we created the cactus plots in Figure 3.
We focused on comparing their performance in finding “difficult-to-detect” (hereafter, shortly
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“elusive”) vulnerabilities, which require transaction sequences with lengths at least 4 (excluding
initial transactions) for detection. In Figure 3(a) and (b), the x-axis represents the analysis time per
contract, and the y-axis shows the cumulative number of detected elusive vulnerabilities over time
across all three datasets. More specifically, for each variant, we record the timestamp at which each
elusive vulnerability is detected, sort these timestamps across all 814 contracts, and compute the
cumulative number of detected elusive bugs over time. To compute the y-axis values, we established
the ground-truth for elusive vulnerabilities by manually inspecting the bug-detection results of
each variant, excluding those discovered with sequences shorter than 4.

Results. Figure 3 demonstrates the importance of our pruning in enhancing vulnerability-
detection of SMARTRIM. While Inc and Random generated 50 and 42 vulnerable transaction se-
quences of lengths > 4, Inc+Pruning and Random+Pruning produced 59 and 59 such sequences,
respectively. The total vulnerabilities detected by each variant are: Inc (1802) vs. Inc+Pruning (1812),
and Random (1788) vs. Random+Pruning (1802). In addition, we measured statement coverage
during the symbolic explorations (line 16 of Algorithm 1): Inc (97.70%), Inc+Pruning (97.72%),
Random (97.68%), and Random+Pruning (97.69%).

Validation of Pruning Safety. We empirically confirmed the safety of our pruning (Section 3.2).
In our ablation study, 55 bugs were detected only by the variants without pruning (5 from Inc, 50
from Random). However, we found that these bugs were missed by the pruning variants due to the
nondeterminism of the Z3 solver, not because the pruning itself is unsafe: when we increased the
Z3 solver’s timeout to 10 minutes, the variants with pruning successfully detected all 55 bugs.

Impact of Optimization Techniques. We also found that the optimization techniques in
Section 4.2 help reduce pruning overhead. SMARTRIM without the optimizations in Section 4.2
detected 1,750 bugs (23 elusive), whereas the full SMARTRIM detected 1,812 bugs (59 elusive).

More detailed statistics show that the optimizations improve vulnerability-finding ability by
reducing expensive subsumption checks and enabling the exploration of more transaction sequences.
On average, the full SMARTRIM explored 20,478 sequences per contract, performed 104 direct
subsumption-condition checks using an SMT solver, and identified 584 sequences as redundant
overall and pruned their extensions. By contrast, SMARTRIM without the optimizations, on average,
explored 2,521 sequences, performed 6,626 direct subsumption-condition checks, and identified 33
sequences as redundant and pruned their extensions.

6.3 Finding Vulnerabilities in the Wild

We also confirmed the applicability of SMARTRIM to recently deployed, real-world smart con-
tracts. We collected 4,466 Solidity smart contracts from Etherscan [9] in February 2025, and after
deduplication (Section 6.1), selected 2,504 as validation targets. We ran SMARTRIM on the 2,504
contracts to detect 10, EL, SU, RE bugs, as well as ERC20 specification violations. After carefully
triaging the alarms reported by SMARTRIM, we identified 5 critical 1O bugs and 7 critical ERC20
specification violations across 10 contracts, excluding benign cases (e.g., benign alarms arising
from not accounting for contract-specific specifications, vulnerabilities in small and presumably
educational contracts). These results indicate that SMARTRIM is effective at finding vulnerabilities
in real-world contracts. Since the contact information of the developers of the 10 contracts is not
available, we plan to report our findings to the CVE teams.

More interestingly, through our study, we learned that detecting 10 bugs remains important even
in recent (> v0.8.0) Solidity contracts. Since Solidity v0.8.0 (December 2020), integer over/underflows
revert transactions by default, unless arithmetic operations are performed within unchecked blocks.
Thus, it might be reasonable to expect 1O bugs to be rare in recent contracts. However, 790 of the
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1 pragma solidity *0.8; // compatible with Solidity ©.8.x (with default checks enabled)
2 contract VulnerableRedeem {

3 constructor () { owner = msg.sender; balances[owner] = 1el15; totalSupply = 1el15; }
4

5 function transfer (address to, uint value) public {

6 balances[msg.sender] -= value; // underflow-safe due to default checks

7 balances[to] += value; // overflow-safe due to default checks

8 }

9

10 function redeem(uint amount) public {

1 require(msg.sender == owner);

12 require(totalSupply >= amount); // fix: require(balances[owner] >= amount);

13 unchecked { // default safety checks are disabled

14 balances[owner] -= amount; // integer underflow bug

15 totalSupply -= amount;

16 }

17 3}

18 3}

Fig. 4. A simplified real-world contract with an integer underflow bug detected by SMARTRIM.

2,504 target contracts use unchecked blocks to reduce gas fees resulting from default arithmetic-
safety checks, while relying on developers’ custom guards. By exploiting these potential risks of
arithmetic errors, SMARTRIM uncovered 16 true 10 bugs, of which 5 are critical. The main cause
was the use of unchecked blocks guarded by improper checks that admit corner cases.

For example, SMARTRIM found the critical integer underflow bug at line 14 in Figure 4. Despite the
guard at line 12, the following sequence triggers the bug: (1) transfer (A,1) where msg.sender
= owner and A # owner, (2) redeem (1e15) where msg.sender = owner. The underflow at line 14
inflates the owner’s balance to a large value (22°¢ — 1) and potentially lowers the token price. To fix
this issue, line 12 should be modified as: require(balances[owner] >= amount);

In addition, our investigation further highlights the usefulness of SMARTRIM over the competing
analyzers. Of the 5 critical 10 bugs detected by SMARTRIM, each of the five tools that support 10
detection—SMARTEST, SMARTIAN, CoNFuzzius, MyTHRIL, and LENT-SSE-detected at most three,
and all five tools failed to detect one.

7 Limitations and Future Work
We outline the current limitations of SMARTRIM, which we leave as directions for future work.

Applicability of Pruning. We demonstrated the effectiveness of our pruning technique under
two simple search strategies (Section 6.2). However, its effectiveness when combined with other
search strategies remains to be investigated. In addition, we showed its usefulness for four kinds of
vulnerabilities (Sections 6.1 and 6.2), but the underlying idea is not limited to them and could poten-
tially be extended to other bug types, including those that enable profit-accumulating attacks [39].
We leave such extensions for future work.

False Negatives. In the comparative experiments (Section 6.1), SMARTRIM failed to detect 131
ground-truth bugs for three main reasons. First, to reduce false positives, SMARTRIM filters out
transactions containing external function-call statements that invoke functions from other contracts
and return values; this caused 29 false negatives. Second, transaction sequences necessary to trigger
bugs have not been analyzed within a time budget, indicating that SMARTRIM’s performance still
needs improvement; this accounted for 29 false negatives. Third, when collecting function paths
(line 1 in Algorithm 1), SMARTRIM discards paths in which call depths exceed a predetermined
bound (i.e., paths that still contain function-call statements after inlining up to a predefined depth),
thereby missing transactions necessary for bug detection; this lead to 23 false negatives. Other
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examples include: the inability to detect bugs inside the bodies of invoked external functions,
limited support for hash functions, solver timeouts, and out-of-memory errors.

False Positives. For 10, SMARTRIM produced 8 false positives (i.e., cases where transaction
sequences that could violate the safety conditions do not exist), due to implementation errors in its
frontend. We fixed these errors in our maintained implementation.

For EL, SU, and RE, SMARTRIM generated 46 false positives (i.e., alarms beyond our ground truths;
Section 6.1.1) in total. The main cause was the limitations of the vulnerability oracles (Section 5),
which do not consider contract-specific specifications. For instance, sending Ethers to unprivileged
users who have never invested in the contract can be legal in the context of gambling contracts;
we provide an example in the supplement F. The following shows the precision (%) of the
analyzers for EL, SU, and RE: SMARTRIM (91.4%), SMARTEST (94.1%), EF/CF (85.1%), SMARTIAN (96.5%),
ConFuzzius (91.9%), RLF (91.3%), MYTHRIL (69.6%), ACHECKER (77.2%), SLITHER (59.2%), LENT-
SSE (94.4%), SLISE (80.5%), and SAILFISH (72.9%).

Accelerating Subsumption Checking. Developing additional techniques to reduce pruning
overhead (i.e., to optimize subsumption-condition checks) would further enhance the practicality of
SMARTRIM. Existing analysis methods, however, would not be readily applicable to our purpose and
would require nontrivial adjustments. For example, suppose we introduce a new symbolic transac-
tion t5 : setXNot10(m) by adding the function function setXNot1@ (uint y) { require(y !=
10); x = y; }to the contract in Figure 2. In this case, p : t; - t3 is not subsumed by r : ;- t5, because
x after executing p is 10 but x after executing r cannot be 10. Yet a conventional (non-disjunctive)
interval analysis might incorrectly conclude that p is subsumed by r, leading to unsafe pruning of
subsequent sequences of r. This is because the resulting interval values for x after analyzing p and
r would be [10, 10] and [0, 22°¢ — 1] respectively, and the latter subsumes the former in the interval
domain.

8 Related Work

Symbolic Execution of Smart Contracts. SMARTRIM complements existing approaches [28, 34,
47,54, 55, 65, 76, 81-85] that aim to speed up symbolic execution of smart contracts, by introducing
a unique contribution: the ability to effectively prune redundant transaction sequences based on
reachable global states. For example, while our technique can prune more redundant paths (e.g.,
Examples 1 and 2 in Section 2.1) compared to data dependency-based pruning methods [81, 82], we
may adopt such pruning as an alternative when subsumption checking incurs too much overhead
and becomes practically infeasible (e.g., sequences longer than length three, see Section 4.2.3).
Moreover, once paths irrelevant to targeted vulnerabilities are eliminated using the methods in [55,
76, 83], SMARTRIM can further prune vulnerability-relevant but redundant paths. ETHRACER [47]
focuses specifically on pruning redundant sequences arising from invalid transaction orderings that
trigger runtime exceptions. By contrast, SMARTRIM can eliminate redundant sequences even when
they contain valid transaction orderings. For instance, in Example 3 of Section 2.1, ETHRACER cannot
identify that p is redundant with q because both t; - t; and t, - t; are valid orderings that do not trigger
runtime exceptions. Our pruning technique can be integrated with other orthogonal optimization
approaches [28, 34, 54, 65, 84, 85] to further enhance the performance of symbolic execution.

Symbolic Execution of Conventional Programs. Our work is also differentiated from existing
symbolic execution approaches [24, 27, 38, 42-45, 48, 50, 56, 61, 74, 79, 80] for pruning redundant
paths in traditional programs, such as C or Java. In particular, we present a new pruning technique
specifically designed to analyze smart contracts, that is, subsumption checking based on reachable
global states. We discuss prior studies in more detail.
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The approaches in [42-45, 56, 79, 80] operate in two main steps. First, for each branch point, they
generate a constraint that summarizes the behavior of explored path suffixes, using interpolation [42-
45, 56] or weakest precondition generation [79, 80]. Then, when exploring new paths with the
same suffixes, they backtrack to the most recent branches if the current state constraints imply
the summarized constraints, thereby avoiding redundant exploration of path suffixes that do not
lead to new states. This idea is insufficient for our purpose, as we also aim to eliminate paths with
different transaction suffixes (e.g., Examples 1-3 in Section 2.1).

Anand et al. [24] presented a subsumption checking method specialized for heap structures in
Java programs. Guo et al. [38] proposed a technique for eliminating redundant execution paths
in multithreaded C/C++ programs. Several researchers [27, 48, 50, 61, 74] developed methods to
discard paths functionally equivalent to others, whereas we aim to prune subsumed paths as well.

9 Conclusion

Automatically detecting vulnerabilities in smart contracts using symbolic execution remains chal-
lenging, because the number of transaction sequences to explore is intractably large. To address this
limitation of existing approaches, we proposed SMARTRIM, a novel pruning technique to enhance the
performance of symbolic execution for smart contracts. The central idea is to automatically detect
and eliminate transaction sequences that are redundant with previously analyzed sequences, based
on reachable global states. We formally presented our technique and validated its effectiveness
through extensive comparative experiments involving 11 state-of-the-art analyzers.

10 Data Availability

Our replication artifact, including SMARTRIM’s source code and our datasets, is publicly available
on both Zenodo [68] and GitHub [69].
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