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A Examples with Composite Data Types (§ 2.2)

While Section 2.2 demonstrated our approach on a simple contract with scalar variables, it also
applies to contracts with composite data types such as mappings, arrays, and structures. We present
examples of subsumption conditions generated by SMARTRIM for these data types.

Mappings. Consider the following contract:

1 contract ExampleMapping {

2 mapping(uint=>uint) m;

3

4 function setl (uint k, uint z) { m[k] = z; }

5 function set2 (uint i, uint j, uint x, uint y) { m[i] = x; m[j] = vy; }
6 3

It shows an example of contracts with Solidity mappings, in which a transaction sequence p : ty-t
is subsumed by q : ¢, - t, where

to: constructor( ), t;: set1(k, z), ty:set2(i, j, x, y)

We omit msg. sender for simplicity. As we model Solidity mappings with the theory of ar-
rays, when we try to check subsumed (p, q), we check the validity of the following subsumption
condition:

Jk,zom'.m' =Ko Am=m'(k<z) = 3i, j,x,yym’ ,m".m =Kg Am”" =m’(i<x) Am=(m" «y)

bp bq

where Kj is a constant array whose elements are all initialized to 0, and ¢, (resp. ¢,) is the state
condition of p (resp. q). We omit entry variables (Section 3.1) for brevity.

Arrays. Consider the contract below:

1 contract ExampleArray {

2 uint[] a;

3

4 function pushl1e ( ) { a.push(10); }

5 function pushX (uint x) { a.push(x); }
6 1}
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This contract represents an example of contracts with arrays, in which a transaction sequence
p it -ty is subsumed by q : tj - t, where

to: constructor( ), t;: push10( ), ty: pushX(x)

We model Solidity arrays (as well as dynamic arrays, which support variable-length storage)
using the theory of arrays. Additionally, to model the length of Solidity arrays, we introduce an
additional array-typed variable L that takes an array as input and returns its length. We treat L
as a global variable. Therefore, to verify subsumed (p, q), we check the validity of the following
subsumption condition:

da’.a =KgAL[d]=0Aa=a"(0<10) AL[a] =L[d'] +1 —

$p
Ax,a’.ad =Ko AL[d] =0Aa=a"(0<x)AL[a] =L[a’] +1

bq

Structures. Consider the following contract:

contract ExampleStruct {
struct Point { uint x; uint y; }

Point r;

function setPOnALine (uint a) { r.x = a; r.y = a; }
function setP (uint b, uint ¢) { r.x = b; r.y = ¢c; }
3
The contract describes an example of contracts with structures, in which a transaction sequence
p : to - t; is subsumed by q : t; - t; where

tp: constructor( ), t;: setPOnALine(a), t;: setP(b, c)

We model Solidity structures as arrays; that is, if an expression s.member exists, we interpret it
as member[s] where member is an array-typed global variable and s is an integer-typed structure
identifier. Since different structure objects must have distinct identifiers, we assign identifiers to
each structure object during the preprocessing phase. Since there is only one structure object, r, in
ExampleStruct, we assign r’s identifier as 0. Therefore, when verifying subsumed (p, q), we check
the validity of the following subsumption condition:

da,x,y'.r=0Ax" =Ko Ay =KgAx=x"{r<a) Ay=1y'{r<a) —

bp
b, e, x",y . r=0AXx" =Ko Ay =Ko Ax =x"(r<b) Ay=y'(r<c)

$q
B Soundness Proof of NoDEF (§ 4.2.1)

We prove the soundness of the validity template below:
Def (t) =0
subsumed (s - t, s)

(NoDEF)
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Proor. Rewriting the goal and a proof by contradiction. By Definition 3.2, our goal is to prove
the validity of the formula

¢ :3IX.P — IY.0 1)

where Q = ST(s), P =ST(s - t) = ST’ (¢)(ST(s)) = ST (+)(Q), X =FV(P) \G,and Y = FV(Q) \ G.
The hypothesis Def (t) = 0 ensures that the symbolic execution of ¢ just adds a new constraint R
without renaming variables in Q. Thus, we have P = ST'(#)(Q) = Q A R. Rewriting (1) reduces our
goal to proving the validity of:

¢ :IX.0 AR — IY.0 )

Now suppose we have a falsifying model m of (2):

(@mpE3IXQAR, (b)m|EIY.Q (3)

Let us write m’ : m<{x; — vy, -+ ,x, > v, } to denote a variant [2] of m, where m’ agrees with m
except possibly at xy, - - -, X,. From (a) and the semantics of 3 [2], we have

m<{q 01, ,qi 0L, 0 FEQAR 4)

for some vy, -+ ,0; and o7, - - - ,v;., where {q1, -+ ,qi} = FV(Q)\ Gand {ry,---,r;} = FV(R) \ G.
Since local variables in different transactions are disjoint, we have

{ql’...,qi}m{rl,...’rj}:(Z) (5)

From (4) and (5), we have

m<{q o, ,q v}t FQ (6)
From (b) and the semantics of 3, we have

m<{q oy, ,q =0} EFQ (7
which is contradictory to (6). Thus we conclude that both (1) and (2) are valid. O
C Soundness Proof of INTER (§ 4.2.1)
We prove the soundness of the validity template INTER:

Y; : Def (¢;) N (Def (¢2) U Use (£2)) =0
YZ : Def(tg) N (Def(tl) U Use (tl)) =0

subsumed (s - t5 - t1,5 - t1 - £2)

(INTER)

ProoF. Proof based on equational rewriting. Following Definition 3.2, we prove INTER by show-
ing the validity of ¢ : IX.P — 3Y.Q where X = FV(P) \ G, Y =FV(Q) \ G,

P =ST(t1) o ST (12)(F),  Q =ST(tz) o ST'(t1)(F) ®)

and F = ST(s). Fori € {1, 2}, let 5; : Dom(o;) — Ran(o;) be a variable substitution by the symbolic
execution of the assignments in ¢;. Recall from Section 3.2, Dom(o;) is a set of variables to rename
and Ran(o;) is a set of corresponding primed variables, that is,

(a) Dom(o;) = Def (t;), (b) Ran(o;) ={x" | x € Def (¢;)}
With o7 and o3, by the one-step symbolic executions, we rewrite P and Q in (8):

P=ST(t1)(Fop ANHy)  Q=ST'(t2)(Fo1 A Hy) ©)
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where Foy (resp., Foy) is the application of o7 (resp., 03) to F, and H; (resp., Hy) represents a new
constraint generated by the symbolic execution of t; (resp., tz). By the symbolic executions of the
last transactions, we rewrite (9):

P= (FO'2)0'1 A H,o1 A Hy, Q= (FO'])O'z A Hyoo A Hy (10)

In INTER, the hypothesis Y; (resp., Y2) ensures that the symbolic execution of t; (resp., t;) does not
rename any variables in t, (resp., t1), that is, Dom(c71) N FV(Hz) = 0 and Dom(oz) N FV(H;) =0,
where Dom(o;) = Def (¢;) and Dom(oy) = Def (t,). It follows that: Hio» = H; and Hyo; = H,.
Thus we rewrite (10):

P= (FO'z)O'l /\Hl /\Hz, Q = (FO'])O'Z /\H1 /\H2 (11)

From Y] and Y,, we have Def (¢;) NDef (t;) = 0, and hence (i) Dom(o;) NDom(o3) = 0. Since any set
of global variables and any set of primed variables are disjoint, we have (ii) Ran(o2) N Dom(o7) =0
and (iii) Ran(o7) N Dom(oy) = 0. From (i), (ii), and (iii), we have (Foy)o; = (Foy)oy in (11). It
follows that P and Q are syntactically identical, and therefore ¢ is valid.

O

D Soundness Proof of Prev (§ 4.2.1)
We prove the soundness of PREV:
Y; : subsumed (s - t1, s)

Y, : Def (t;) N (Def (t3) U Use (t3)) =0
Y3 : Def(tz) N (Def(tl) U Use (tl)) =0

subsumed (s - t; - t1,s - t3)

(PREV)

Proor. By applying INTER to Y, and Y3, we have P : subsumed(s - t; - t1,5 - #1 - £2). From Y7, we
have Q : subsumed(s - t; - t5, s - t3). From P, Q, and Definition 3.2, we have A(s-t; - t;) C A(s-t1 - t2),
A(s-t1 - ty) C A(s - t2), thus deducing R : A(s - t; - t1) € A(s - t2). From R and Definition 3.2, we
conclude subsumed(s - t; - t1,s - £). ]

E Preprocessing for Benchmark Construction (§ 6.1.1)

We describe the methods for collection and refinement of the new 407 contracts, which were
originally published by the authors of SPCon [3] and PRETTYSMART [5].

Vulnerability Scope Alignment. SPCoN and PRETTYSMART detect permission bugs, and collec-
tively the authors marked 911 contracts as vulnerable. However, this is not ground truth in our
context, as the existence of permission bugs does not guarantee the existence of EL/SU bugs.

We manually removed 180 contracts that have no operations related to EL/SU bugs (i.e. operations
that handle ether transfer or destroy the contract). In Solidity, the following 8 expressions/statements
are related to EL/SU:

<address>.send(v)

<address>.transfer(v)
<address>.call.value(v)(..)
<address>.call{value: v}(..)
<contract>.<external-function>.value(v)(..)
<contract>.<external-function>{value: v}(v)(..)
suicide(a)

selfdestruct(a)
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1 contract Button {

2 uint64 endTime;

3 address payable lastPresser;

4

5 function press( ) public payable {

6 // block.timestamp: current time

7 require(block.timestamp <= endTime);

8 // need to pay at least ©.01 ether to click

9 require(msg.value >= 0.01 ether);

10 lastPresser = msg.sender;

1 endTime = uint64(block.timestamp + 120 seconds);
12 }

13 function close( ) public {

14 // wait at least 120 seconds after the last click
15 require(block.timestamp > endTime);

16 require(lastPresser == msg.sender);

17 // send all money to the winner and die

18 selfdestruct(msg.sender);

19 3}

20}

Fig. 1. Button contract (simplified for presentation).

Handling Outdated Contracts. We deleted 31 outdated contracts that were originally compiled
with solc (the Solidity compiler) 0.3 or less.

Deduplication. Due to the nature of blockchain domains, there are contracts that are copied
and continuously deployed on the chain with only minor variations. We deduplicated contracts in
our dataset due to two reasons: we did not want any particular kind of contract to dominate the
characteristics of our benchmarks, and we wanted to reduce the burden of creating ground truths.
For deduplication, we first normalized the source code of contracts: we removed all comments from
the source code, replaced all hexadecimal integer literals with @x@ (as hexadecimal integer literals
in Solidity typically represent addresses), and replaced the main contract name with a pre-selected
string literal. We then compared the similarity of two contracts using the gestalt pattern matching
algorithm [4] implemented in Python’s diff1lib standard library. We iterated through the contracts
and excluded a contract c; if there existed an already included contract ¢, such that (1) ¢; and ¢,
differed in line count by fewer than 20, (2) ¢; had 98.5% or higher similarity to ¢, and (3) if both ¢;
and ¢, were artificially modified contracts, they did not share the same origin.

After all these processes we obtained 407 new contracts as a benchmark. We applied the same
deduplication criteria to 10 Dataset (resp. RE Dataset), and finalized 274 (resp. 49) contracts for the
experiment.

F Example: A False Positive Generated by SMARTRIM (§ 7)

We present false positives generated by SMARTRIM in our comparative experiments (Section 6.1).
Consider the Button contract [1] (Figure 1), which implements a game where the last caller of press
within a specified period can claim the entire pot. The winner invokes the press function, waits
for a specified time, and then claims all funds. While SMARTRIM reported EL and SU vulnerabilities
at line 18, this winner-takes-all structure is the intended behavior of this gambling contract rather
than a flaw.

Other examples of false positives in SMARTRIM include: EL (sending Ethers to arbitrary users
who correctly provide unpredictable pseudo-random numbers; taking more Ethers than invested
amounts due to token price fluctuations; paying interest to investors), SU (selfdestruct being
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intentionally callable by any user after a designated time; requiring Ether payments to obtain
permission for killing contracts), RE (reentrancy that causes only benign state changes).
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